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Introduction
Machine learning algorithms are generally classified into supervised, unsupervised, semi-supervised, and reinforcement learning methods.
Supervised learning

Supervised learning algorithms use labeled training datasets to classify network traffic or executable files as either benign or malicious.
Common algorithms include:

Decision Tree

Random Forest

Support Vector Machine (SVM)
Logistic Regression

Naive Bayes

Gradient Boosting

These techniques are widely used in malware classification and intrusion detection because they provide strong predictive performance when
high-quality labeled datasets are available.

Unsupervised learning
Unsupervised learning identifies abnormal patterns without requiring labeled datasets.
Common algorithms include:

K-Means Clustering
DBSCAN

Isolation Forest
Autoencoders

Principal Component Analysis (PCA)

These methods are particularly useful for detecting unknown attacks and zero-day threats.

Reinforcement learning

Reinforcement learning enables cybersecurity agents to learn optimal defense strategies through interaction with dynamic environments.
Applications include:

Adaptive firewall configuration
Dynamic access control
Network defense optimization
Autonomous incident response
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Table 1: Machine learning algorithms used in cybersecurity.

|A1gorithm HLearning Typel |Common Applications “Advantages “Limitations |
|Decisi0n Tree HSupervised Hlntrusion Detection “Easy interpretation “Overfitting |
|Random Forest ||Supervised ||Malware Detection ||High accuracy ||Increased computation |
|Support Vector MachineHSupervised ”Spam Detection “Effective in high-dimensional data“Parameter tuning required|
|K-Means ||Unsupervised ||Anomaly Detection ||Simple implementation ||Sensitive to initialization |
|Isolation Forest ||Unsupervised ||lnsider Threat Detection”Efﬁcient anomaly detection ||Limited explainability |
|Reinf0rcement LearningHReinforcement ”Adaptive Defense “Continuous learning “High training complexity |

Figure 1: Al-Based cyber threat detection pipeline.
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